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Welcome

• Amduus has been in business for 10+ years.
• Multiple languages
• Multiple Operating Systems
• Customer Facing Apps
• SAAS/Self-Hosted



Context Of Problems

• Customer Facing Applications
• Supply Chain Facing
• Apps are no longer walled up in an office 

(aka, back office apps)



The Problems

• Steal from YOU
• Steal from your customer
• Steal your customer's identity
• Take control of your computer
• Take control of your customer's computer



Proactive Actions

• Problems With The Page
• Dealing With Logins
• Dealing With Sub-systems
• Dealing With Data
• Legal Consequences
• Guidelines



Javascript Injection

• User inputs javascript in an input field
• When displayed, javascript ends up on 

readers page
• Not a Webspeed problem – sometimes it is 

desired behavior!
• PHP, C, C++, Other Languages have same 

problem



Javascript Injection

• Introduce hidden frames
• URL redirects to “bad places”
• Collecting a users information...



Javascript Injection

• Webspeed provides html-encode()
• Build A Class

– GetRaw()
– GetText()
– Pass to underlying code unlike functions



Permissible Functions On Page

• Permissions for Menu Items
• Data Manipulation (CRUD)
• Incorrect Permission Source?



Login/Session Security

• DO NOT PUT USER ID AND PASSWORD ON 
EVERY URL!!!

• Yes, I have actually seen this
• Stored in Browser History
• Stored in Browser Cache
• Hard Coded Credentials 



Login/Session Security

• Use Random String Cookie for Session ID
– Relate string to database record
– Database record has actual user identity
– Database record has LastUsed field
– Allows Auto Logout

• Use a class for session info like IsLoggedIn(), 
Logout(), Login()...



Login/Session Security

• Often useful to use a web service behind 
the application for this

• Web service allows different groups of apps, 
and upgrades

• Encrypt the passwords!
• Enforce password complication!



Login/Session Security

• Control Access by REMOTE_ADDRESS
– Provides An Immediate Stopping Point 
– User/IP List for multiple devices
– Control what addresses can do anything on the 

site

• Use source DNS in a similar manner



Login/Session Security

• Expire attempts on a login
• SaaS Realm Administrators

– Customer does the login resets
– Customer does the login credentials



Sub-system 
Command Line Injections

• Data that goes into a command line program
– Often on old systems made for internal use
– Example is mail
– Incorrect permissions on execution



Sub-system Messaging

• May transfer trouble through messaging systems, 
etc.

• Permissions to work at the SOA destinations?
• SOA destinations allowed to work your code?



Sub-System Files

• Uploading files of unchecked type
– Introduce viruses, etc.

• Uploading files with directory info
– Upload files into places not expected!



Dealing With Data
• Do not use easily identifiable data for 

record identifiers
– Nothing sequential
– Nothing short
– Perhaps hash of unchanging data fields + 

changing “salt”
– Specific field with large random string and on 

an index + “salt”



Dealing With Data

• Use the new encryption routines on PID
– csrc.nist.gov/publications/nistpubs/800-

122/sp800-122.pdf
– Name, Maiden Name, Social Security Number, 

Credit Card Number, Address, Photo, 
Fingerprints, etc.



Keep Watch On Warning Orgs

• National Vulnerability Database
– http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2007-2417

• Net Security Organization
– http://net-security.org/vuln.php?id=2611

• Progress Software Corporation (keep that 
maintenance running!)

http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2007-2417


Keep Watch On Warning Orgs



Keep Watch On Warning Orgs



Legal Consequences

• Torts – Cracker and Database Holder
• Identity Theft
• Security Breach Notification Laws
• A good read:

– Tort Liability for Lost Personal Computerized 
Data (South Carolina Law Review)

– www.stmarytx.edu/law/pdf/Johnsoncyber.pdf



Create Guidelines

• Document in wiki, paper, or word processing 
document

• Code review to insure guidelines are 
followed

• Review guidelines for new threats



Questions?

• Email me at sauge@amduus.com
• Planning on making object classes available
• Planning on making documents available
• http://www.linkedin.com/in/scottauge
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